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Network Redundancy 
Concepts and Confi guration
An Introduction to RSTP and MSTP

Managed Ethernet switches allow redundant connections 

between portions of a network, making choices based 

on confi guration information which gives preference 

to certain links. In general, a knowledgeable network 

engineer can confi gure the switches to steer traffi c 

over specifi c links under appropriate circumstances. This 

Technical Note explains network redundancy concepts and 

gives general direction on confi guring Multiple Spanning 

Tree Protocol (MSTP) to make the most effective and 

effi cient use of redundant link between switches.

Ethernet packets are hard to touch or see. But we talk 

of network “traffi c” and a “network” of roads and 

highways, and automobile traffi c can be a reasonable 

model for network traffi c. The next section explains 

Ethernet redundancy in terms of automobile traffi c in the 

growing hamlet of Lanford. The following section walks 

through specifi c switch confi guration to achieve network 

redundancy similar to the traffi c management on the roads 

and bridges of Lanford.

Welcome to Lanford

Where the confl uence of the Cerf and the Postel form the 

Réseau, the town of Lanford sprang up. In the very early 

days of the settlement, most people lived on one bank and 

boats carried cargo across the Réseau when needed.

As traffi c grew, a ferry service was established and 

eventually, the ferry station on the other side was joined 

by more and more businesses and houses until the town 

needed a more robust link across the river. The town 

undertook to build a bridge and soon a lovely two-lane 

span rose above the water, connecting the two parts of 

town.

Once the bridge was in place, Lanford became a preferred 

location for crossing the Réseau and traffi c through town 

increased. 
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Eventually, heavy traffi c on the bridge led to delays. A new, 

four-lane bridge was built just downriver from the original 

span.

When the new span opened, it could carry all the traffi c 

with ease and the old link was retired and access roads 

diverted traffi c to the new bridge. The old bridge was 

usable but it was easier to just send everyone over the new 

one than to manage both bridges, staff two sets of toll 

booths, etc. So, the old bridge sat idle but the people took 

comfort from knowing that if something happened to the 

new bridge, the old was there as a backup and they kept it 

in good repair just in case.

Of course, nothing succeeds like success and soon traffi c 

had grown to the capacity of the new bridge and delays 

began anew. Town planners were contemplating yet 

another bridge when someone realized that the original 

bridge could take some of the burden off the new bridge; 

it was a lot cheaper to control traffi c on two bridges than 

to build a third. The old bridge wasn’t up to modern, heavy 

traffi c but if, say, all red vehicles could be diverted to the 

old bridge, the traffi c on the new bridge would be lighter 

and everyone would be happy. Furthermore, if something 

happened to the new bridge, having the old bridge open 

would still allow at least some traffi c to be diverted there 

quickly, even if it had to cross more slowly to account for 

the age and capacity of the old bridge.

Over several generations, traffi c through Lanford continued 

to grow. Eventually, more spans were unavoidable. In 

the mean time, the population had jumped the Cerf and 

connecting the three parts of town involved adding bridges 

over the Cerf and Postel as well.
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Lanford remained well-known as a river crossing and local 

traffi c control kept cars and trucks humming across the 

river on the various crossings with traffi c sent to one or 

another span based on its destination. 

Making it Real

The story of Lanford is not unlike the story of LANs. As 

Lanford’s road and bridge network grew to meet the 

demands of a growing population, so do Ethernet networks 

grow as users and applications are added. And careful 

management of switches and links can defer costly build 

out or make the most of existing infrastructure.

If East and West Lanford represent two work groups with 

relatively light interaction, the initial two-lane bridge in 

Lanford could represent a 10Mbps network link between 

work group switches.

There is no redundancy and no need to manage the 

connection. The switches can be unmanaged switches 

which just forward traffi c across the link between them 

when appropriate.

As the groups and their interactions grow, more network 

capacity is needed between them. A 100Mbps link is added 

between the switches. That link is so much more capacious 

than the original link that it’s not worth thinking about 

keeping both active. But the 100Mbps switches happen to 

be managed so the original link is kept as a hot standby. 

Having the original link idle most of the time doesn’t 

require much management. RSTP is enabled and the port 

cost (based on speed) is enough to make the right thing 

happen.
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RSTP

As long as the faster link is active, the slower link blocks so 

no loops are created in the network. But when the faster 

link fails, the slower link unblocks and, to the limit of its 

capacity, keeps the work groups connected. This is RSTP1.

One of the distinguishing features of RSTP is that it doesn’t 

require network-wide cooperation. Each switch acts on 

its own, based solely on reports from its neighbor. Only 

the two work group switches are involved in blocking one 

of the links between them. Also, just as a dispatcher in 

Wanville needn’t know which Lanford bridge is open to 

send trucks there, other switches don’t know or care which 

link between the work group switches is blocked. 

Once all those local decisions are made, it is possible to 

draw a map of the overall network. When you omit the 

blocked links from such a map, the overall shape of the 

network is what mathematicians call a “tree.” Switches 

are branching points and unblocked links are the trunks or 

branches or twigs that come out of them. The overall map 

spans the entire network, leaving no node disconnected, 

and is therefore a “spanning tree.”

MSTP

Eventually, traffi c between the groups grows until even 

the small increment of the slow link would be useful. The 

network engineers already use VLANs to isolate different 

types of traffi c and if one or two VLANs could be carried on 

the slower link, it would lighten the load on the faster link. 

Enter MSTP.

With MSTP, you create and confi gure multiple spanning 

tree instances (MSTIs) with independent settings for port 

cost and priority allowing different links to block in each 

instance. VLANs are assigned to specifi c MSTIs resulting in 

VLAN traffi c being divided between multiple links.
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MSTP Region

MSTP is somewhat complex to implement and confi gure 

and must interact with existing RSTP switches. An MSTP 

region localizes the confi guration complexity. All switches 

in a region must share the same region name, confi guration 

revision number, and VLAN/MSTI assignments. Within the 

region, spanning tree instances allow use of multiple links 

between switches. From outside the region, the entire 

region appears to be a single RSTP switch, other parts of 

the network can’t tell that MSTP is operating within the 

region.

Confi guration

Consider a switch carrying traffi c on three VLANs: red, 

green, and blue. In the simplest case, data for all the VLANs 

is carried on all ports.

If we enable RSTP, a blocking port is blocked for all VLANs 

and remains idle, carrying only management data, no 

user or application data. However, if we enable MSTP, we 

can tune the port priorities in the spanning tree instances 

and assign the VLANs to the instances to split the traffi c 

between ports under normal circumstances.

Begin by enabling MSTP and creating two MSTIs.
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Then adjust the port priorities for the MSTIs. If the switches 

are connected via ports 1 and 2, and port 1 is the higher-

capacity link (like the 4-lane span in Lanford), we confi gure 

the Big MSTI by giving port 1 the best priority (0) and a 

lower cost than port 2 and do the opposite in the Little 

MSTI.

Then assign one VLAN to Small and two to Big.

As long as ports 1 and 2 are linked to the same redundant 

switch, the Small MSTI will choose to block port 1 so the 

Red VLAN will communicate on port 2 and the Big MSTI will 

choose to block port 2 so the Green and Blue VLANs will be 

carried on port 1. If one port fails, the other will pick up all 

of its traffi c, up to its capacity.

1For a simple, point-to-point connection like this, port trunking could allow both ports 

to be unblocked and give more dynamic load balancing and link utilization with less 

confi guration. However, this does not apply to the general case of redundant links 

among a set of switches and only works between two switches when the links have the 

same speed.
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